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EXECUTIVE SUMMARY 

The Taking Liberties project examined national security regulation which features the collection, 

analysis transfer of consumer data to government by private firms. The study was funded by the 

Leverhulme Trust and carried out by staff at the Open University Business School and Oxford 

Brookes University Business School. Focusing on the monitoring of financial transactions 

(through Anti Money Laundering/Counter Terrorist Finance regulations) and the monitoring of 

all journeys made into and out of the UK (through e-Borders or APIS regulations) it investigated 

impacts on the customer relationship in the financial services and retail travel sectors 

respectively. The involvement of private sector firms and their customers in national security 

arrangements has potentially significant implications for the customer relationship. Yet, little is 

known about how firms are coping or what the effects on their business have been.  

Our research made a number of key findings in relation to the travel industry: 

1. Firms have worked hard to embed APIS into their existing customer relationship 

management and sales processes.  

2. Although CRM drives strategy in the industry, front line sales still tends to focus on a 

sales volume or transaction driven approach.  This was particularly the case for larger 

organisations. 

3. Where a more sales driven approach was adopted at the front line it was found that 

APIS had caused greater changes in staff roles, increased staff ‘empowerment’ (some 

would say this equates to an increase in their responsibilities), had prompted more 

systems adaptation and had impacted the rest of the organisation to a greater extent.  

4. Front line staff were impacted significantly, particularly in travel agencies. The nature, 

duration and frequency of customer contact have each changed as a result of APIS 

regulations. Participants reported that the majority of customer contacts featured APIS 

content, customer contacts are longer and more frequent because of APIS. 

5. Front line staff found themselves completing three extra duties which we characterise 

as follows: 

a. Posing: where workers act in ways to reconcile the dual priorities of business 

and national security simultaneously. This comprised logging in to an airline’s 

passport system as the customer and entering details on their behalf. For travel 

agents this involved an array of different web interfaces. 

b. Pre-empting: where workers use their well established and tacit knowledge of 

customer behaviour in order to help them capture passport data about their 

activities to be used by government.  Organizations created extra administrative 

processes (and thus incurred extra costs) in order to manage this. 
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c. Integrating: where workers and line managers attempted to integrate APIS 

requirements into everyday work processes, for example, by using APIS based 

customer contact as an opportunity to cross-sell, or offering APIS services as an 

additional aspect of customer service.  

6. However, while the nature of front line selling did influence APIS adaptations, the 

introduction of APIS requirements did not impact existing CRM activity in marketing 

departments.  

 

Overall we identified two areas of impact on the sector. An increase in operating costs because 

of (a) proprietary systems changes and (b) the systems adaptations of other businesses in the 

supply chain (e.g. airlines, airports, GDSs etc).  And an increase in workload for front line sales 

staff, particularly for travel agents and reservations staff.  The introduction of APIS requirements 

into the customer relationship perhaps challenged existing sales based approaches, forcing front 

line staff to adapt to a new aspect of customer behaviour as they sell. It is unclear whether a 

transaction driven approach to sales enables firms to adapt to APIS in ways that preserve or 

improve the customer relationship as well as protecting staff workloads. 

 

We make a number of recommendations designed to be helpful and useful to the industry: 

1. Customer-facing employees in the travel industry have a range of valuable skills which 

they employ to fulfil their APIS requirement. Travel industry managers may seek to 

collaborate with CRM and sales experts to further define these skills.  These could be 

developed more formally to enable customer-facing employees to better manage the 

complex juggling act which takes between the competing priorities of customer service, 

sales and APIS requirements. 

2. Greater links may be forged between customer-facing staff and those responsible for 

APIS with the marketing prerogative of their organisations. There are brand advantages 

from promoting the fact that an organisation is able to assist in its role of securing safe 

and easy travel.  Promoting APIS reputation could be beneficial for a company. However 

this would need to be handled sensitively so that it would not be perceived as 

scaremongering. 
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The following sections of the report give a more comprehensive overview of the research its 

objectives, methods and findings. 

 

BACKGROUND AND RESEARCH OBJECTIVES 

In recent times new regulations and laws have been imposed on private organisations to 

monitor their customers in the name of national security and to combat crime and terror. These 

new regulations raise questions about the impact of compliance on core business processes and 

customers. How do organisations incorporate national security regulation into their business 

processes and how does it affect the way they manage their customer relationships? What 

impact does this have on business outcomes? The Taking Liberties project explores the 

interaction between Customer Relationship Management (CRM) and national security 

surveillance requirements in the financial services and retail travel sectors. The project has 

concentrated on the impact of two governmental schemes that have been implemented to 

ensure UK security; firstly, the electronic monitoring of financial transactions (through Anti 

Money Laundering/Counter Terrorist Finance regulations or AML/CTF) and secondly, the 

monitoring of all journeys made into and out of the UK (through e-Borders regulation).  The 

project provides exciting insight into the underlying discriminatory ‘social sorting processes’ 

associated with the surveillance society more broadly. 

 

For many private organisations monitoring patterns in customer transactions is a well-

established practice, especially where marketing departments use customer data to determine 

targeting strategies and to maintain customer relationships. Most commonly known as 

customer relationship management (CRM), this approach involves the mining of information to 

assess attractiveness priorities and to service the needs of targeted customers over a longer 

period of time. Elsewhere this has sometimes been regarded as consumer surveillance because 

of the data-centric and discriminatory bases of the practice.  CRM is now widely adopted and 

has proved highly effective, although the sophistication with which it is practised varies between 

industry sectors and firms.  Critically, significant aspects of the two schemes we investigated 

unfold within the customer relationship.  AML/CTF suspicions arise as a result of financial 

transactions being monitored by banks; compliance with e-Borders through APIS data collection 

occurs around the point of sale of a retail travel product.  We now discuss the approaches taken 

and our findings in relation to these new uses of consumer data.  
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The project had three key objectives: 

1. To identify the uses of customer data in the financial services and retail travel sectors 

and to understand how that data are handled 

2. To determine whether there is any cross fertilization between customer data collection 

and analysis for security purposes and customer data collection and analysis for 

marketing purposes.  

3. To explore the impact of such changes on the role of the CRM expert and on those in 

customer-facing roles in financial services and retail travel sector organisations. 

 

 

In this report we focus on the findings as they related to the retail travel sector. 

 

METHODS 

The project used a mixed methods approach, featuring key informant interviews, a survey, and 

case studies. Travel Weekly ran a series of articles which promoted the survey, and we received 

280 responses, of which 79 were entirely complete. We also completed 28 interviews, 13 of 

which featured key informants from the sector (typically regulators, industry associations and 

executives).  With the help of ABTA, access was secured to three organisations: a large tour 

operator (company C) a large travel agency (company D) and a small travel agency (company E). 

A total of 15 case study interviews from these individual organisations were completed.   

 

OVERVIEW OF THE RESULTS 

1. Firms have worked hard to embed APIS into their existing customer relationship 

management and sales processes.  

2. Although CRM is practised at a strategic level in the industry, front line sales still tends 

to focus on a sales volume or transaction driven approach.  This was particularly the 

case for larger organisations. 

3. Where a more sales-driven approach was adopted at the front line it was found that 

APIS had caused greater changes in staff roles, increased staff ‘empowerment’ (some 

would say this equates to an increase in their responsibilities), had prompted more 

systems adaptation and had impacted the rest of the organisation to a greater extent.  
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4. Front line staff were impacted significantly, particularly in travel agencies. The nature, 

duration and frequency of customer contact have each changed as a result of APIS 

regulations. Participants reported that the majority of customer contacts featured APIS 

content, customer contacts are longer and more frequent because of APIS. 

5. Front line staff found themselves completing three extra duties which we characterise 

as follows: 

a. Posing: where workers act in ways to reconcile the dual priorities of business 

and national security simultaneously. This comprised logging in to an airline’s 

passport system as the customer and entering details on their behalf. For travel 

agents this involved an array of different web interfaces. 

b. Pre-empting: where workers use their well established and tacit knowledge of 

customer behaviour in order to help them capture passport data about their 

activities to be used by government.  Organizations created extra administrative 

processes (and thus incurred extra costs) in order to manage this. 

c. Integrating: where workers and line managers attempted to integrate APIS 

requirements into everyday work processes, for example, by using APIS-based 

customer contact as an opportunity to cross-sell, or offering APIS services as an 

additional aspect of customer service.  

6. However, while the nature of front line selling did influence APIS adaptations, the 

introduction of APIS requirements did not impact existing CRM activity in marketing 

departments.  

 

RESULTS IN DETAIL 

KEY INFORMANT INTERVIEWS AND SETTING THE SCENE 

We recognise how difficult the APIS adaptations have been for retail travel. Our impression was 

that it placed an enormous strain on the sector. As well as bearing the cost of systems 

adaptations, the sector has experienced frustration with the actions of the Trusted Borders 

consortium as well as having absorbed considerable uncertainty over the legality and future of 

the scheme. This was compounded by a lack of Global Distribution System (GDS) presence for 

many leisure airlines – the GDSs make APIS very easy, with APIS–ready scripts and a direct 

connection with the airline - and the unclear legal situation surrounding the entire e-Borders 

programme. Travel agents in particular have been burdened by the decentralised response 

required as tour operators and leisure airlines designed their own self service websites for 

customers and agents to input APIS data. As these websites are driven by operators’ and 

airlines’ internal booking systems a baffling array of deadlines and rules for when customers are 
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to input their data has arisen – each to be managed by the travel agent.  Infrequent travellers as 

well as those who are not familiar with internet use find APIS compliance a challenge. Many 

small travel agencies regard handling APIS on behalf of the customer a way to add value to their 

services, whilst larger agencies and tour operators are using APIS interactions as an opportunity 

to cross sell.  

 

SURVEY 

The survey covered a wide range of organisations in the retail travel sector.  Table 1 (below) 

shows the roles of the respondents as a percentage of the overall sample. A large proportion of 

those who responded were customer-facing either in terms of sales or customer services. 

 

Table 1: Role of respondents 

Role % of sample 

Marketing team 4 

Branch sales team 29 

Central sales team 8 

IT team 7 

Customer management team 5 

Customer service team 12 

Regulatory affairs 7 

Other 28 

Total 100 

 

 

Table 2 (below), which shows the types of organisations that responded as a percentage of the 

overall sample, reveals that travel agencies and airlines were the most frequent respondents to 

the survey:  
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Table 2: Types of respondent 

Respondent type % of sample 

Tour operator 17 

Seat broker 1 

Travel agency 47 

Airline 29 

Other 6 

Total 100 

 

The survey asked respondents about how their organisation had adapted to APIS requirements 

and how the organisation approached customer management in general.  This is a significant 

connection because in APIS the point of customer contact is also the point of APIS data capture.  

APIS takes place within the customer relationship. Questions were posed about the nature of 

data capture, how APIS had changed the approach to customers, how far it had permeated the 

organisation and how it had affected front line staff.  Significant results related to how APIS had 

affected staff empowerment, their roles, system adaptations and approaches to the customer. 

Figure 1 (below) summarises the main influences that emerged from the survey data. Each of 

the four aspects of APIS adaptation which had significant relationships with CRM orientation is 

positioned at each corner of the diagram.  They relate to: changing roles for front line staff; the 

empowerment of front line staff to make decisions; the design and implementation of 

appropriate systems; and the extent to which API permeates all parts of the organisation. The 

interlocking circles indicate which aspects of CRM orientation are correlated with each aspect of 

APIS adaptation.   

 

 

 

 

 

 

 



 

8 

 

Figure 1: Statistically significant relationships between APIS and CRM variables. 

 

 Front line staff were more empowered to make decisions with respect to API when 

there was more of a sales focus than a relationship focus in training and reward, where 

they had control over the screen in the customer interaction and where they had access 

to more complex customer data during the customer interaction. 

 API had changed the role of front line staff, and was said by respondents to have 

permeated the organisation, again where there was a greater training emphasis on sales 

rather than on long term relationships with customers. This was also the case where 

systems did not have access to attitudinal data, where new distribution channels were 

used and where product development initiatives focused on high relationship products 

rather than those which were about generating high sales volumes. 

 The organisation had designed appropriate systems for API where there was a greater 

orientation towards sales skills and sales targets in staff training, where front line staff 

had access to complex data on customers, where there was a focus on transactions 

rather than updating the CRM system with information during the sales process; and 

where high relationship products were sold. 

Figure 1: Some significant correlations emerging from the survey data 

 

 

Figure 1 highlights the key dimensions of CRM which were found to correlate strongly with APIS 

adaptations; they are: 

 The extent to which staff training emphasises a sales volume orientation as opposed to 

a relationship orientation 

 The extent to which systems have access to attitudinal or buying data to identify life 

events 

 The extent to which systems were integrated 

 The extent to which there was a focus on transactions as opposed to updating a CRM 

system with information during the sales process 

 The extent to which high relationship products were developed and sold 

 The extent to which new distribution channels were used 
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 The extent to which staff shared screens with the customer during the customer 

interaction 

 

It was particularly interesting how APIS had become embedded into the different types of sales 

and CRM processes operating in the sector.  Correlations between CRM orientation and APIS 

adaptations seem to indicate an overall approach to CRM within the retail travel sector which 

emphasises a high level customer relationship focus, perhaps at product development level (i.e. 

in the development of products that support the organisation in building a long term 

relationship with the customer), and the use of systems and novel distribution channels. 

However, overall, this higher level CRM focus was not translated to the front line which still 

seemed to rely on sales and transaction-based approaches to the customer relationship.  This is 

perhaps because of low transaction volumes in retail travel which do not support long term 

relationship building with the customer.   

Further insight can be gained when other dynamics in the survey are examined.  We first review 

the overall approach to CRM indicated by the respondents and variations according to 

organisational size. 

 

OTHER DYNAMICS WITHIN THE SURVEY 

CRM sophistication 

Turning to the degree of CRM sophistication reported, the survey data revealed that the 

organisations responding  were not uniform in terms of their stage  on the ‘journey’ towards the 

adoption of a more sophisticated approach to CRM.  A wide degree of variation was reported on 

some aspects, such as the level of customer concern being expressed about the usage and 

sharing of customer data.  Respondents reported that the ways in which customer data was 

captured, and the nature of the data captured, had indeed changed as a result of API.  The data 

also suggested an increasing tendency, at least at the organisational level, to focus on the long 

term customer relationship (rather than the current transaction), as well as emphasis on 

‘remote’ channels (such as telephone and internet) rather than the retail outlet.  The 

respondents also reported a move towards the provision of better customer data for front line 

staff, and a tendency towards better communication between the front line and direct 

marketing staff.  

 

 

 



 

10 

 

Organizational size 

CRM sophistication and API adaptation varied with organisational size. Organizations with 

higher numbers of staff and/or higher turnover: 

 Were more likely to agree that their focus is on sales volumes rather than relationship 

building as the basis for competing 

 Only gave front line staff access to very basic customer data 

 Were more likely to agree that they had the same approach to API as their competitors.  

Organizations with lower numbers of staff and/or lower turnover: 

 Were less likely to have access to attitudinal/buying behaviour data 

 Were more likely to have changes to the frequency of customer contact. 

 Were more likely to consider that API had permeated the whole organisation  

 Were more likely to agree that staff were empowered to meet API requirements. 

 

From these findings we suggest that firms within the sector have been busy incorporating APIS 

data collection into their well established approaches to the customer relationship.  In a larger 

organisation, which already employs a more transactional approach to sales, API data collection 

becomes very transactional in nature as passport data is gathered almost as a condition of 

travel.   We speculate that changes to roles involves an intensification of work as extra duties 

are required either to collect APIS data from the customer or to advise them how to use self 

service websites (while preventing them from going to a competitor’s site).  However, for 

smaller organisations that rely on a longer term customer relationships driven by face-to-face 

contact rather than a CRM system, API data collection features as an additional service to help 

maintain that relationship.  This was indeed the pattern we observed in the qualitative data.  

We now offer a brief commentary on the cases, primarily to indicate the difficulties faced by our 

participants as they adapted to the APIS requirements. 

 

CASE STUDIES 

We conducted in depth interviews in three organisations:  

COMPANY 1 is a large tour operator with its own airline. Five workers from its customer 

service call-centre were interviewed and observed as they did their jobs. The call-centre 

had multi-skilled employees who dealt with reservations enquiries for the tour operator 
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as well as enquiries for the airline. To comply with e-Borders, the organisation produced 

a website where its customers were encouraged to enter their passport details once 

they had booked their holidays. Because of initial problems with the website the call 

centre received very high volumes of calls from confused and worried customers 

thinking they would be unable to travel. If customers had not provided their data in 

advance they were able to do so by having their passports swiped at the airport. 

However Company 1 did not inform their customers of this option as they were keen to 

get as much data as they could up front. 

 COMPANY 2 is a large UK-based retail travel agent with a network of high street shops, 

a network of travel agency homeworkers and a small tour operation business. Six 

customer-facing employees were interviewed and observed from a branch and head 

office. As travel agents they handled reservations for a wide array of tour operators, 

airlines and cruise companies. In a manner similar to Company 1, each of these 

operators had a customer web interface and each had their own formats and time limits 

for passport input. Travel agents had to be conversant with each of these systems in 

order to advise their clients when to provide their passport details. As part of the 

service, travel agents offered to input customer information to prevent customers going 

to the websites of tour operators and finding better deals there. Head office housed a 

number of small agencies and they had employed a temporary employee just to input 

API data into operators’ websites. 

COMPANY 3 is a small high street UK retail and business travel agent with a single office. 

Six staff were interviewed and observed. Its retail operation faced exactly the same 

difficulties as Company 2. However its business travel operations were not challenged 

by e-Borders requirements. Business travel employees booked flights and hotels on 

contracts for large local and national businesses using the Travelport Global Distribution 

System (GDS). 

Whilst the survey data suggest that APIS data collection was taking place according to 

established approaches to the customer relationship, the interview data we captured indicated 

that API adaptation was not an easy transition. In fact, all of the case organisations we studied, 

and the individuals we interviewed, highlighted how stressful the adaptation process had been.  

Despite our survey referring to the word ‘empowerment’ in the context of APIS, having spoken 

in depth with employees in the sector we feel that it is more appropriate to consider that front 

line staff have been ‘responsibilised’ by the burden of APIS. We make this comment because 

participants constantly referred to APIS as a threat to the travel experience, in that it may result 

in customers being refused travel.  It became the agents and tour operators’ burden to collect 

and transfer APIS data correctly and in a timely way.  The following excerpts from the interviews 

highlight these concerns:  
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The first is from Company 1s customer services call centre and highlights an increased workload: 

Certain agents have moaned that, oh, all I’m getting today is e-borders calls.  … If you 

are taking 80 of the same thing, of course you’re going to be demoralized 

The second is from a branch manager in company 2. This highlights an increased administrative 

load for sales staff: 

And then I moan at them when they’re not hitting their targets, and they’re going, well, 

I’ve got this pile of admin to get through. 

This manager in company 3 commented that they felt compelled to collect excessive data as a 

result of APIS: 

I think we got to the stage where it was the more information you gather and put it on, 

then you can’t go wrong with it because you don’t want to be the one with the person 

without the information being refused travel… 

One of company 2’s directors explains the operational costs and additional work associated with 

APIS: 

the other way we handled it … was that we would complete the details on the tour 

operator’s website on behalf of the customer. So what that meant was that we were 

adding a whole operational process into how we manage customers; and indeed a whole 

operational cost associated with that, because we would effectively go onto the website 

as the customer, load their detail on their behalf, meet the obligations that the tour 

operator needs, but actually have to go through a whole piece of work to make sure that 

we did it.  

Finally, this travel agent in company 3 reiterates familiar frustrations with small print and 

inexperienced customers which have been exacerbated by APIS. 

It's just more time and no money for it. And the annoying thing is with some passengers 

that maybe don't travel very often they're just like, oh it's okay I'll bring the passport in 

one day, it's nothing to worry about. But you can't stress enough with some destinations, 

it has to be in, you've got to come in with it 
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CONCLUSION AND RECOMMENDATIONS 

This brief report has highlighted some of the key findings of the retail travel sector element of 

the Taking Liberties project.  Reflecting on our objectives, we conclude that there have been two 

specific areas of impact on the sector. An increase in operating costs because of (a) proprietary 

systems changes and (b) the systems adaptations of other businesses in the supply chain (e.g. 

airlines, airports, GDSs etc.).  And an increase in workload for front line sales staff, particularly 

for travel agents and reservations staff.  The introduction of APIS requirements into the 

customer relationship perhaps challenged existing sales based approaches, forcing front line 

staff to adapt to a new aspect of customer behaviour as they sell. It is unclear whether a 

transaction driven approach to sales enables firms to adapt to APIS in ways that preserve or 

improve the customer relationship as well as protecting staff workloads. 

 

We make a number of recommendations designed to be helpful and useful to the industry: 

1. Customer-facing employees in the travel industry have a range of valuable skills which 

they employ to fulfil their APIS requirement. Travel industry managers may seek to 

collaborate with CRM and sales experts to further define these skills.  These could be 

developed more formally to enable customer-facing employees to better manage the 

complex juggling act which takes between the competing priorities of customer service, 

sales and APIS requirements. 

2. Greater links may be forged between customer-facing staff and those responsible for 

APIS with the marketing prerogative of their organisations. There are brand advantages 

from promoting the fact that an organisation is able to assist in its role of securing safe 

and easy travel.  Promoting APIS reputation could be beneficial for a company. However 

this would need to be handled sensitively so that it would not be perceived as 

scaremongering. 

 

We would like to thank most warmly those who freely gave their time to help us conduct this 

research.  If you would like to discuss these results with us further, please do not hesitate to 

contact Dr Keith Spiller (k.spiller@open.ac.uk) or Dr Kirstie Ball (k.s.ball@open.ac.uk) 
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